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iSOMS 
 

HOW TO USE SECURITY PROFILES 

 

Once logged into iSoms with your username and password 

Navigate to Agency under Admin -> Security Profiles and click on it 

 

You will be prompted with a lookup screen to lookup any profiles that you may already have made. If you do not enter 
a profile name and just hit lookup, that will bring up all of your security profiles.  

 

This will bring up a screen, where you can edit your already made profiles or you can hit NEW PROFILE up in the top 
right of your browser to create a new profile.  
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When you hit NEW PROFILE, this will bring up a new screen where you enter the Name and Description of the 
Security Profile. Also, you will see Template Profile under where you enter the Description. This is where you can 
click that dropdown and clone a profile to start with, so you don’t have to run through a new profile being made, and 
mark every basic permission.  

After you get the Name, Description, and a template profile that you may want to clone, you can just hit ADD up in the 
top right to create this Security Profile.  

 

This will bring up your new Security Profile where you can set all the Permissions needed for this profile.  

The first tab that will be open is the Profile Permissions. There are many checkboxes here for you to select, if this 
certain profile needs any of these permissions you just check the checkbox and hit save.  

 

The next tab is the Module Permissions where you set the permissions for each individual module.  
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Here you can see each of the modules in Isoms on the left. This is where you will go through each module that you 
want this profile to have rights to. Once you click on a module, you will have a few options here to get them access to 
being a Superuser, Can View, Can Add, Can Edit, and Can Delete. If they are a superuser, they are able to enter item 
into the MainTain Files. Depending on the module, there may be some more permissions that you can give or take 
away.  

 

You will repeat the last step until they have all the permissions correct for this Security Profile that you are creating.  

There are a few permissions that you probably want to give to every security profile, for example, Employee 
Notifications. This permission is for the person to be able to see the notifications on the front screen when an Employee 
logs in.  

If an employee ever gets a 403 error no permissions, the fix is probably going to be in their Security Profile that they do 
not have permissions for something basic.  

If you want employees to be able to see the BOLOs and House Watch notifications when they log in, they will at least 
need the view permissions in BOLO and CAD House Watch. 
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